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0 32IIHTE MEPCOHANLHBIX TAHHBIX —

01.09.2024 rozma I". Benopeuenck

1. O0mue moJI0KeHHS

1.1. Tlonosxerue o0 3amuTe nepcoHansHbIX qanEpX MBY «PIK» MO BenopedyeHckuit paiion
(manee — PaboTomatens) pa3paboTaHo B COOTBETCTBUM ¢ DenepaabHBIM 3aKOHOM OT
27.07.2006 Ne 152-®3 1 HHBEIMA HOPMATHBHO-TIPABOBEIMH aKTaMH B 00JIACTH 3aIIUTHI
IEPCOHANBHBIX JaHHBIX, JEUCTBYIOIIMH Ha TEppUTOpUH Poccu.

1.2. Ilens macTosmero I10I05KEHHUS — 3aIIHTa IIEPCOHATHHBIX JaHHBIX pPaO0THHKOB MBY
«PJIK» MO bernopedeHCKul paioH OT HECAaHKIIMOHUPOBAHHOTO TOCTYIIA U pa3IJIAICHNUS,
IpeOTBpPAIlEHNE U BEISIBIICHHE HAPYIIECHUH 3aKOHOAaTenbcTBa PO, yctpanenne
MIOCIIEICTBUN TAKUX HAPYIICHUMN.

1.3. B nensgx Hacrosiero Iomoxxenns:

e IIOJ IIEPCOHATBHBIME TaHHBIMU (fajiee — I1/1) morumaeTcs modas HuHGopMaIys,
IPSIMO HJIM KOCBEHHO OTHOCSINASICS K CYOBEKTY NEPCOHAIBHBIX IaHHEIX;

e 1oz yrposamu 6e3omacHocty [1]] moHIMaeTcs COBOKYIHOCTD YCIOBHI H (DakTOpOB,
CO3JAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4ailHOrO,
JOCTyTIa K EPCOHAEHBIM JaHHBIM, PE3yJIbTaTOM KOTOPOrO MOTYT CTarh
YHUYTOKECHHE, I3MEHEHNE, OJIOKIPOBAHNE, KOIMPOBaHKE, IPEIOCTABICHHE,
pacupocTpaHeHHe EPCOHATBHBIX TAHHBIX, & TAKXKE HHBIE HEIPABOMEPHEIE
JCHCTBUS IpU UX 00pab0TKe B MHPOPMATMOHHON CUCTEME IEPCOHAIBHBIX
JTAHHBIX;

e IIOJ YPOBHEM 3amMIIeHHOCTH [1]] TOHUMAETCss KOMIJIEKCHBIH TOKa3aTelNb,
XapaKTepU3yIOMuit TpeOOBAHYIS, HCIIOTHEHNE KOTOPHIX 00ECTIEUNBAET
HEWTpaTU3aIUIO OMPeAEIeHHBIX yrpo3 Oe3onacHocTH [1]] mpy ux o6paboTke B
UH(POPMAIMOHHON CHCTEME.

1.4. Hacrostmee [TonoskeHue u U3MEHEHMS K HEMY yTBEpkKAaroTcs nupektopoM MBY «PJIK»
MO BenopeueHckuit paifioH U BBOISTCS MPUKa30M. Bce pabOTHUKY HOJKHEI OBITH
03HAKOMJIEHBI MO/1 TO/ANKCH C JAHHBIM [10JI0KEHNEM U U3MEHEHUSIMH K HEMY .

1.5. Hacrostee [lonoskenue Betynaet B cuity ¢ 21.11.2023.

2. 3amuTa NepCcoHAJBHBIX JAHHBIX

2.1. PaboTonarenb MPpUHUMAET CIEAYIOMUE MEpHI 1o 3ammure [1]1;



2.1.1. Hasgauenue una, OTBETCTBEHHOTO 32 00padoTtky [1/1, KOTOpOe OCYyIIECTBIACT
opranm3anuo 06padotku I1]], 00ydeHne ¥ HHCTPYKTaX, BHY TPDCHHUM KOHTPOIIB 32
cobmonenreM paboTHUKaMu TpeboBanuii k 3amure 1171

2.1.2. PaspaboTKa MOJMTHKY B OTHOIIEHHU 00paboTku I1/1.

2.1.3. Vcranosnenue mpapmi qoctyna k [1]], odecriedenre perucTpaiyu 1 ygera BCex
JevicTBHiA, coBepmaeMbIx ¢ [1/1.

2.1.4. YcraHOB/ICHUE UHIUBUIY AJIbHBIX TAPOJIEH JOCTyIa COTPYIHUKOB B
HHOOPMALMOHHYIO CHCTEMY B COOTBETCTBHY C UX IIPOU3BOACTBEHHBIMU OOSI3aHHOCTAMH.

2.1.5. IlpuMeHeHue TPOMIEAIINX B YCTAHOBICHHOM IOPSAIKE NPOLEAYPY OLECHKA
COOTBETCTBHS CPEICTB 3AIMUTH HHYOPMAIIHH.

2.1.6. Cepru(uupoBaHHOE AHTHBUPYCHOE IPOrPAMMHOE 00ECTIEYEHHE C PETYIIAPHO
OOHOBIISIEMBIMU Oa3aMH.

2.1.7. CobmroeHue yCaoBHUi, 00eCTIeUNBAOIIIX COXPaHHOCTD 11/] 1 HCKIIOYarommx
HECAHKIIMOHUPOBAHHBIN K HAM JOCTYIL.

2.1.8. O6uapysxenue (pakTOB HECAHKIIMOHUPOBAHHOTO JocTyna K II/1.

2.1.9. Boccranosnenwue [1]1, MOagupUIMPOBAHHBIX WM YHUYTOKEHHBIX BCICICTBHC
HECAHKIMOHUPOBAHHOTO JOCTYIA K HAM.

2.1.10. O6yuenre paGOTHUKOB, HEOCPEACTBEHHO OCYLIECTBRIIOIMX 00padoTky I1/],
TIOJIOYKEHMSIM 3aKOHOATENILCTBA PP 0 MEPCOHAIBHBIX JaHHBIX, B TOM YHCIIE TPEOOBAHMSM K
3aIUTe MEPCOHATBHBIX JaHHBIX, JOKYMEHTaM, ONpeIeNSIOIMM OIUTUKY PaboTonarens B
orHomennu 06padoTku I1]], TOKaTBHBIM aKTaM IO BOIIpocaM 00pab0TKH NEPCOHAIBHBIX
TAHHBIX.

2.1.11. Ocy1uecTBiieHHE BHYTPEHHETO KOHTPOJIS U ay IUTA.

2.1.12. Onpenenenue Tuna yrpo3 6€30mMacHOCTH B ypoBHEH 3amumenHocTu [1]], kotopeie
XPaHATCS B MHQOPMAIMOHHBIX CUCTEMAX.

2.2. Yrpo3sl 3alUIIEHHOCTH IEPCOHAIBHBIX JAHHBIX.

2.2.1. Yrpo3bl epBOro TUMA. B CHCTEMHOM MPOTpaMMHOM 00€CTI€YeHUH HHPOPMAIUOHHOM
CHCTEMBI €CTh (YHKIIMOHATBHBIE BO3MOXXHOCTH IPOTPAMMHOT0 OOECTIEUEHHMSI, KOTOPEIE HE
yKa3aHbl B OMKUCAHUU K HEMY MO0 HE OTBEYAIOT XapaKTEPUCTUKAM, KOTOPHIE 3asBUI
IIPOU3BOAUTEN. M 3TO MOTEHIUAIBHO MOKET IPUBECTU K HEIPABOMEPHOMY HCIIOTb30BaHHIO
NEPCOHAIBHBIX TAHHBIX.

2.2.2. Yrpo3ssl BTOpOro tuna. IloreHuunansabie npoOieMbl ¢ MPUKIaIHBIM IPOTPAMMHBIM

obecneyeHreM — BHEIIHUMHE IPOrpaMMaMHi, KOTOPHIE YCTAHOBJICHBI Ha KOMITBIOTEpax
pabOTHHKOB.

2.2.3. Yrpo3sl TpeTbero tumna. [loTeHnuanbHoi OImacHOCTH HE OT CUCTEMHOTO, HU OT
MPOrPaMMHOTO 00€CTICUeHHS HET.
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/ 2.3. YpOBHH 3alUMIIEHHOCTH NEPCOHAIBHEIX JaHHBIX.

2.3.1. IlepBEIif YpOBEHB 3aMUIICHHOCTH. Ecinu paboTonaTtensb OTHEC HHPOPMALIMOHHYIO
CHCTEMY K IIEPBOMY THUILYy YTPO3BI HJIH €CJIM TUI yTPO3bl BTOPOH, HO paboToaares
oOpabatsiBaeT crieruansabie kareropun 1] 6omee 100 ThIc. pusudecKux iUl 6€3 ydera
pabOTHUKOB.

2.3.2. BTopoii ypoBeHb 3alIAIEHHOCTH. EC/IM THI YTpO3bl BTOPOH 1 paboTonaTeb
oOpabateiBaeT crenuanbHble kareropuu 11 pabOTHUKOB BHE 3aBMCUMOCTH OT UX
KOJIMUECTBA WK crienuansaele kareropuu [1]] menee yem 100 Thic. pU3NUYECKUX JHLL, UK
mo6sie apyrue kateropuu [1]] 6onee gem 100 ThIC. PU3NIECKUX JIUL, WIN IIPH TPETHEM THIIE
yrpo3sl paboToaaTeTs 00padaTHIBAET CHEHATbHEIE KaTErOpHH AaHHEIX Oonee 9eM 100 Thic.
(U3AYECKUX JIHII.

2.3.3. TpeTnii ypOBEHb 3alIMIICHHOCTH. EC/i pyr BTOPOM THUIIE YIpo3bl pab0TOAATENb
obpabateiBaeT obumwme [1]] paboTHuKOB win MeHee 4eM 100 ThIC. PU3NYECKUX NI, WK IpH
TPETHEM THUTIE YTPO3bl paboToAaTENs 00padaThiBacT cruenuansHsle kareropun I1/1
paboTHUKOB Wi MeHee yeM 100 ThIC. PU3NUECKUX JIHLL, WIXA IPU TPETHEM TUIIE YTPO3HI
paboronatenb oOpadaTeiBaeT 6Gmomerprdeckue 11, wiu mpy TPETHEM THIIE YTPO3BI
paboromatens obpadareBaet obmme [1]] 6oee uem 100 ThIC. GU3UYECKUX JIULL. '

2.3.4. YeTBepThiit yPOBEHD 3aIMIIEHHOCTH. EC/IM IpU TPETHEM THIIE YTPO3bl paboTOAATENb
obpabareiBaeT Tosibko ooume [1/] paboTHuKOB Wi MeHee 4yeM 100 ThIC. U3NYECKUX JIUII.

2.4. Ilpu ueTBepTOM ypPOBHE 3AIUINEHHOCTH IEPCOHATBHBIX JAaHHBIX pab0TOAATENb:

o ofecneunBaeT pexuM 0€30MaCHOCTH NOMENIEHNUH, B KOTOPBIX Pa3MeEIacTe
MHPOPMALMOHHYIO CHCTEMY

o 00ecrneunBaceT COXPaHHOCTh HOCUTENEH HHOpMAITHH;

o YTBEPXKIACT NEPEYeHb paOOTHUKOB, NOMYyINEHHBIX A0 T1]1;

e HCIIOJIB3YET CPENCTBA 3AIIUTHI HH(OPMALIUK, KOTOPHIE MPOILITH OLEHKY
COOTBETCTBUSI TPEOOBAHUSAM 3aKOHA B 001acTU 0OecneyeHnus Oe30NacHOCTH
UH(pOPMAIINH.

2.5. Ilpu TpeTheM ypoBHE 3aIUIIEHHOCTHU [1/] JOTOTHUTENEHO K MEpaM, TIEPEIMCIIEHHBIM B
nyHkre 2.4 Hactosmero Ilonoxenus, paboTonaTenb Ha3HAYAET OTBETCTBEHHOIO 3a
obecneuenue 6e3onacHoct [1/] B MHPOPMAIHOHHON CHCTEME.

2.6. IIpu BTOPOM ypOBHE 3aIUINEHHOCTH [1/] JOTONHUTEBHO K MEpaM, IIEPEUKCIIEHHEIM B
nyHKTax 2.4, 2.5 Hacrosimero [TonoskeHus, paGoTONATENb OrPAHAUNBACT JOCTYTI K
SIICKTPOHHOMY JKypPHAITy COOOLIEHHH, 3a HCKIIFOUEHHEM PaOOTHHKOB, KOTOPHIM TaKUe
CBEZICHNSI HEOOXOAUMBI IS pabOTEHL.

2.7. llpu mepBOM ypOBHE 3aIIUINEHHOCTH 1] TOTOTHUATETLHO K MEPaM, TIEPEUNCIICHHEIM B
nyHKrax 2.4—2.6 Hactosimero [Tomoskenust, paboTonaTeb:

o obecreynBacT aBTOMATHIECKYIO PETHCTPALHIO B 3JIEKTPOHHOM Ky pHAJIe
Ge30macHOCTH W3MEHEHHS IOTHOMOYHIT pabOTHUKOB M0 J0omycKy K I1]] B cucTeMe;

e CO31a€T OTJEI, OTBETCTBEHHBIN 3a Oe3omacHoCTh [1]] B cucTeMe, TMO0 BO3IaraetT
TaKyO 0053aHHOCTB HA OJIUH U3 CYIIECTBYIONIAX OTAEIOB pabOTOAATEN.

2.8. B mensax 3amutsl [1]] Ha GyMaHBIX HOCHTENSX pabOTONATENb:



e IIPUKA30M Ha3HA4aeT OTBETCTBEHHOTO 3a 00paboTky I1/1;

OTPaHUYMBAET JOIYCK B IOMELIECHNUS, 1€ XPAHITCS JOKYMEHTBI, KOTOPBIE
conepskar 1]l paGOTHUKOB;

XpaHUT JOKyMEHTHI, coaepskammue [1/] paboTHUKOB B mkadax, 3amuparomuxcs Ha
KJTIOY;

XPaHUT TPYJOBBIE KHIKKA PA0OTHHUKOB B CEH(e B OTAEINE KaIPOB.

2.9. B nensx obecrieyeHus: KOHQUACHIHATBHOCTH TOKYMEHTEHI, coneprkarmue [1]]
pabOTHUKOB, O(DOPMIISIFOTCS, BEAYTCS M XPAHATCS TOJIBKO paOOTHUKAMU OTAENA KaIpOB,
OyXTraaTepun U CITy:KOBI OXpaHBI TPyAa paboToaaTEeIs.

2.10. PabGoTHukH oT/AETa KaAPOB, OyXraaTepuu U CITy>KOBl OXpaHbl TPy 1a paboTomaTens,
nonyineHHbie K [1]] pabOTHUKOB, MOAMUCHIBAIOT 00S3aTENBCTBA O HEPA3TJIAIICHUH
MEPCOHANBHBIX JIaHHBIX. B mpoTtuBHOM citydae 10 o6pabotku [1]] pabOTHUKOB HE

JIOITY CKAtOTCSL.

2.11. Jomyck k nokyMeHTaMm, conepxamum [1]] paOoTHUKOB, BHYTpU OpraHU3aIHH
OCYILECTBIISIETCS] HA OCHOBaHUU PernaMenTa qomycka pabOTHUKOB K 00paboTke
NEPCOHATBHBIX JAHHBIX. :

2.12. Ilepenaua 1] o 3ampocam TPETHUX JIUII, €CITH TaKas Mepenayda mpsiMo He
IIPEAYyCMOTpPEHA 3aKOHOAATENBCTBOM P, oIyCcKaeTess HCKIFOUUTENBHO C COTJIaCHS
paboTHHKa Ha 00pabOTKy €ro NEPCOHATBHBIX JAHHBIX B YaCTH UX MPEIOCTABICHUS UIH
COIJIacHsl Ha pacnpOCTPAHEHUE EPCOHABHBIX JTAHHBIX.

2.13. Ilepenaua unbopmanuy, cogepxkameii ceenenus o [1]] paboTHUKOB, O TeneGoHy B
CBSI3M C HEBO3MOKHOCTBIO MACHTU(DHUKALUY JTHUL[A, 3 PAIIHBAIOMIET0 HHOOPMAIIHIO,
3aIpenaeTcs.

3. 'apanTHH KOHQUAECHUHAIbHOCTH NEPCOHAIBHBIX JaHHBIX

3.1. Bce paGoTHHMKM OpraHu3anuy, OCyIiecTBIsomue 06paboTky I1]1, 00s3aHEl XpaHUTE
TaifHy 0 cBeACHMsIX, coaeprkamux I1/], B coorBeTcTBUM C [TonoxkeHneM, TpeOoBaHHIMHE
3aKoHOxaTenbcTBa PO.

3.2. PaboTHMK BIpaBe TpeOOBATh MONHYIO HHPOPMAIHUIO O CBOUX MEPCOHATBHAIX JAHHBIX, 00
1X 00paboTKe, HCTIOTh30BAHUH U XPAaHEHNH.

3.3. Juna, BUHOBHbIC B HAPYLICHAN HOPM, PETYTHPYIOMMX IOy YeHne, 00paGOTKy H 3alIUTy
II/T paGOTHUKOB, HECYT IMCHUIIMHAPHYIO, aIMUHUCTPATHBHYO, TPAKIaHCKO-IIPABOBYIO A
YTOJIOBHYIO OTBETCTBEHHOCTE B COOTBETCTBHHE C 3aKOHOIATEILCTBOM.

Meroauct /’\,f “ N.A. Xirykrtuk
01.09.2024 roxa /4



